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Abstract
The exponential acceleration of global digitisation has generated a twin crisis at the
intersection of environmental sustainability and cybersecurity: the escalating volume of
electronic waste (e-waste) and the systematic exposure of sensitive data resulting from
improper device retirement. According to the United Nations Global E-waste Monitor
2024, global e-waste generation reached a record 62 million tonnes in 2022 and is
projected to rise to 82 million tonnes by 2030, vastly outstripping documented formal
recycling rates. At the same time, widespread reliance on outdated data-destruction
practices—such as unnecessary physical shredding or ineffective manual file deletion—
compromises data security and drives linear consumption by preventing hardware
refurbishment. This study synthesises global e-waste metrics, modern storage mechanics,
and institutional data sanitisation standards, specifically contrasting NIST SP 800-88
Revision 2 governance frameworks with IEEE 2883-2022 technical specifications. By
analysing consumer behavioural dynamics and flash memory architecture, this report
establishes a unified strategic framework for governments, enterprise IT asset disposition
(ITAD) programs, and global citizens to align robust cyber hygiene with circular
economic principles.
Keywords
E-Waste Management, Cyber Hygiene, Data Sanitisation, IT Asset Disposition, NIST SP
800-88 Rev. 2, IEEE 2883-2022, Circular Economy, Flash Storage Sanitisation
e Literature Review: The Nexus of Environmental Degradation and Information
Vulnerability
Prior academic and institutional literature demonstrates a growing divergence between
electronic hardware consumption and sustainable post-utility management. Early research
into digital device retirement focused primarily on the physics of magnetic storage media,
establishing multi-pass overwriting protocols such as DoD 5220.22-M and the 35-pass
Gutmann algorithm to prevent data recovery from hard disk drives. However, the shift to
solid-state drives (SSDs) and integrated NAND flash memory has rendered legacy
overwrite standards ineffective because of internal wear-levelling controller operations,
garbage collection algorithms, and non-addressable overprovisioning blocks. Forensic
analyses show that standard logical formatting and simple file deletion leave extensive
data remnants accessible via basic software utilities, prompting modern standards bodies
to shift data sanitisation away from fixed overwrite iterations toward outcome-verified,
controller-native execution.
In parallel, behavioural research highlights persistent socio-technical friction among
individual consumers and organisational managers. Empirical surveys on consumer
device disposition indicate that a substantial majority of individuals retain obsolete
devices indefinitely because of unaddressed anxieties about data privacy. At the same
time, those who attempt sanitisation often rely on insecure methods such as manual
deletion or unverified factory resets. At the institutional level, literature on IT Asset
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Disposition (ITAD) underscores a systemic over-reliance
on physical media destruction. While physical destruction
guarantees complete data irrecoverability, researchers
emphasise that it destroys operational hardware value,
releases hazardous materials, and accelerates raw material
depletion, contradicting global sustainability targets.
Recent literature advocates a paradigm shift that integrates
controller-level logical sanitisation—specifically crypto-
graphic erasure—to protect data while enabling device
resale, reuse, and closed-loop material recycling.

e Macro-Level E-Waste Dynamics and Regional
Processing Realities

Global generation of electronic waste has reached
unprecedented levels, far outpacing the development and
implementation of formal collection and recycling
infrastructure. The fourth United Nations Global E-waste
Monitor reveals that the 62 million tonnes of e-waste
produced in 2022 represents an 82% increase from 2010.
This annual generation rate is expanding by 2.6 million
tonnes per year, putting the global trajectory on course to
reach 82 million tonnes annually by 2030. Despite this
rapid growth, documented formal collection and environ-
mentally sound recycling accounted for only 13.8 million
tonnes, or 22.3%, of the total mass generated in 2022.
Without aggressive policy interventions, the global
documented recycling rate is projected to decline to 20%
by 2030 due to technological obsolescence, rising global
consumption, shortened product lifecycles, limited repair-
ability options, and structural deficits in waste management
infrastructure.

The economic and ecological consequences of this
structural deficit are profound. In 2022 alone, an estimated
$62 billion recoverable natural
unaccounted for or was improperly discarded, including
strategic metals, plastics, and critical minerals. Material
composition analysis indicates that the 2022 e-waste
stream contained 31 million tonnes of metals, 17 million
tonnes of plastics, and 14 million tonnes of other
composite materials and glass. Furthermore, global
reliance on primary mining for critical raw materials
remains acute, as e-waste recycling currently satisfies
merely 1% of total global demand for rare earth elements.
Beyond resource squandering, non-compliant e-waste
processing poses severe environmental hazards, releasing
approximately 58,000 kilograms of mercury and 45 million
kilograms of plastics containing brominated flame retarda-
nts into ecosystems annually.

Geographic disaggregations demonstrate severe regional
inequities in both generation and institutional infras-
tructure. Europe recorded the highest per-capita e-waste
generation in 2022 at 17.6 kilograms, with a documented
collection and recycling rate of 7.5 kilograms per capita,
for a leading regional recovery performance of 42.8%.

in resources went

~g5~

https://themultijournal.com/

Oceania followed with 16.1 kilograms generated per capita
and 6.7 kilograms collected per capita. In the Americas,
per-capita generation reached 14.1 kilograms, but formal
collection reached only 4.2 kilograms per capita.
Conversely, African nations exhibited the lowest docum-
ented formal recycling rate globally, recovering less than
1% of the total e-waste generated across the continent

The operational disposition pathways of global e-waste
further highlight the dominance of informal and unmon-
itored waste channels. Of the 62 million tonnes generated
globally in 2022, only 13.8 million tonnes were processed
through documented formal collection and recycling
infrastructure. In high- and upper-middle-income countries
with established management frameworks, approximately
16 million tonnes were collected and recycled outside
formal regulatory mechanisms. In low- and lower-middle-
income nations lacking formal facilities, an estimated 18
million tonnes were processed by the informal waste
sector, often using crude techniques like open burning and
acid baths. Finally, 14 million tonnes were handled directly
as residual municipal waste, most of which was consigned
to landfills. Policy adoption remains similarly constrained:
as of mid-2023, only 81 countries (42%) had instituted
national e-waste laws, policies, or regulations, missing the
International Telecommunication Union target of 50%.

e Technical Architecture of Data Sanitisation:
Harmonising Governance and Execution

A major barrier to hardware reusability and circular IT
asset management is the technical friction surrounding
secure data destruction across modern storage media.
Enterprise policies have historically defaulted to physical
destruction to eliminate liability. However, the release of
NIST SP 800-88 Revision 2 in late 2025 established a
structural modernisation of media sanitisation governance.
NIST SP 800-88 Rev. 2 acts as an overarching risk-
management framework, explicitly delegating technical,
device-level sanitisation procedures to the IEEE 2883-2022
Standard for Sanitising Storage.

Under this integrated architecture, data sanitisation is
categorised into three standardised outcome levels based
on data classification, media reusability, and threat
modelling:

Clear: This level applies logical techniques to sanitise
user-addressable storage locations, protecting against
simple, software-based recovery tools. While a single-pass
zero overwrite is recognised as sufficient for magnetic hard
drives at the Clear level, logical overwriting is technically
inadequate for solid-state drives and flash storage. Flash
controllers utilise wear-levelling algorithms and overpro-
vesioning areas that remain hidden from host operating
system write commands, leaving unformatted data
remnants intact. Consequently, Clear is primarily suitable


https://themultijournal.com/

International Journal of Multidisciplinary Horizon/ Volume 03/Issue 05/ September- October 2026 /Page No. 84-87

for internal device re-use within the same security
boundary.

Purge: This level executes firmware-level commands and
controller-native instructions that make data recovery
infeasible even when subjected to advanced laboratory
techniques and physical forensic inspection. Purge
techniques include block erase commands and
Cryptographic Erasure (CE), which permanently deletes
the media encryption key protecting self-encrypting drives.
Both NIST SP 800-88 Rev. 2 and IEEE 2883-2022
prioritise Purge over physical destruction when assets
leave organisational boundaries, allowing hardware to be
safely resold, donated, or recycled without sacrificing
security.

Destroy: This level physically alters the storage medium to
render both data recovery and hardware reuse impossible.
Methods include shredding, disintegration, incineration,
and degaussing (strictly for magnetic media). While
mandatory for classified state assets or physically non-
hardware, physical destruction converts
operational technology into scrap, accelerating global
resource depletion.

To satisfy modern enterprise compliance audits,
sanitisation programs must establish robust verification
records. Auditable program compliance requires a written

responsive

organisational policy defining risk-based sanitisation
thresholds, an individual Certificate of Sanitisation for
every processed asset detailing the drive identifier, tool
method executed, operator and
verification status, and a tamper-evident audit log anchored
by cryptographic hash-chaining.

¢ Socio-Technical Barriers and Consumer Behavioural
Dynamics

version, signature,

The failure to achieve widespread device refurbishment
and circular recycling is deeply linked to consumer
behaviour and technical misconceptions. Empirical rese-
arch indicates that 73% of consumers retain obsolete
smartphones, laptops, and tablets in personal storage
indefinitely rather than passing them into secondary
markets or recycling streams. The primary driver of this
hardware hoarding is data privacy anxiety—specifically,
fear that third parties will recover personal financial
records, login credentials, or private photos.

Among consumers who attempt to sanitise devices before
disposal, insecure practices are widespread. Approximately
25% of disposed consumer devices are processed using
inadequate data removal techniques. Furthermore, 34% of
users rely on manual file deletion or emptying system trash
folders, assuming this removes data permanently. Manual
file deletion merely alters pointers in the file system table,
leaving raw data intact across storage blocks where
standard recovery software can retrieve it.

~gG~

https://themultijournal.com/

The built-in device Factory Reset is the most common
sanitisation method, utilised by 61% of
individuals. However, user trust in factory resets is
exceptionally low: 57% of consumers who perform a
factory reset believe it remains highly likely that an expert
attacker could still recover their data. This scepticism
stems from older device operating systems that failed to
clear unencrypted internal storage reliably. While modern
mobile devices employ file-based encryption—meaning a
factory reset securely wipes the decryption key in
compliance with Cryptographic Erasure standards—poor
user interface communication and a lack of public
education sustain high levels of distrust, driving device
hoarding and ultimate landfilling.

e Unified Strategic Framework for Policy, Industry,
and Society

Resolving the dual challenge of e-waste expansion and
digital vulnerability requires a coordinated strategy that
aligns public policy, corporate asset disposition, and
personal cyber hygiene.

o Institutional Mandates
Regulatory Authorities
National governments must harmonise environmental
waste policies with modern cybersecurity frameworks.
Regulatory bodies should integrate NIST SP 800-88 Rev. 2
and IEEE 2883-2022 into public procurement rules,
mandating that government agencies default to verified
Purge operations over physical destruction when retiring
IT hardware. Lawmakers must also strengthen Extended
Producer Responsibility (EPR) regulations, requiring
electronics to design modular, -easily
repairable hardware and include standardised firmware-
level sanitisation commands. Expanding global legislative
coverage from the current 42% to the target rate of 60%
would dramatically increase formal collection, reduce toxic
environmental releases, and generate billions in net
economic value.

e Enterprise Framework for IT Asset Disposition and
Sector Execution

Private enterprises restructure their IT Asset
Disposition (ITAD) protocols to transition from linear
disposal to circular hardware management. Asset managers
should replace indiscriminate physical shredding with
software-verified Cryptographic Erasure and block-level
Purge commands on all functional enterprise servers,
laptops, and storage arrays. Physical destruction should be
reserved exclusively for media that is physically damaged
or incapable of responding to controller commands.
Enterprise IT systems should automatically generate
tamper-evident, hash-chained Certificates of Sanitisation
for every retired unit to simplify compliance auditing and
enable secure device resale and closed-loop hardware
refurbishment.
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o Actionable Cyber Hygiene Directives for Global
Citizens
To protect personal privacy while enabling sustainable
recycling, global should follow three core
practices:
Cease Manual Deletion: Users must abandon manual file
deletion and basic partition formatting, recognising that
these operations leave underlying drive blocks fully
populated with recoverable data.
Execute Cryptographic Factory Resets: Before donating,
selling, or recycling smartphones and personal computers,
citizens should execute the native "Erase All Content and
Settings" or "Factory Reset" function. On modern encry-
pted hardware, this process permanently deletes the master
encryption key, rendering residual data irrecoverable in
alignment with Purge standards.
Relinquish Obsolete Assets Promptly: Individuals should
avoid hoarding unused electronics in homes or offices.
Passing functional electronics into secondary resale
markets or delivering broken hardware to certified
municipal e-waste collection points ensures high material
recovery and prevents environmental contamination.
¢ Conclusion
The escalating volume of global e-waste and the security
risks associated with digital data remnants represent
interconnected challenges that must be addressed through
unified policy and technical solutions. Relying on physical
media destruction for data security needlessly destroys
functional hardware, squanders critical natural resources,
and drives global environmental degradation. By adopting
the complementary frameworks of NIST SP 800-88 Rev. 2
and IEEE 2883-2022, organisations and individuals can
perform outcome-verified Purge operations that ensure
complete data privacy while maintaining hardware inte-
grity for secondary use. Aligning regulatory mandates,
corporate asset disposition protocols, and individual cyber
hygiene habits provides a clear path toward safeguarding
digital frontiers while securing a sustainable ecological
future.
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